James L. Henderson/CISSP
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Silver Spring, Maryland, 20904
E-Mail-cybercops911@comcast.net
Cell Phone-561-809-6800

CERTIFICATIONS:

Certified- CISSP/Certified Information Systems Security Professional

Certified- Computer Forensics Investigator By NTI

Certified- Securify Systems Engineer/ Network Intrusion Analyst

Certified- Network Security Professional (Advanced) By High Tech Crime Network
Certified- CheckPoint Certified Systems Administrator

Certified- Microsoft Certified Professional NT Server 4.0 / Microsoft Network Essentials

SPECIALIZED TRAINING

INFORMATION SECURITY / INFORMATION SYSTEMS SECURITY / SCIF MANAGEMENT
Designated Approving Authority / DAA Training Course / Defense Information Systems Agency/DISA
DODIIS Certifiers Training Course / Defense Intelligence Agency / DIA

Topics Covered — These courses covered all aspects of being a DAA. A DAA grants formal
accreditation/approval to operate a system or network processing intelligence information. The DAA has the
authority to withdraw accreditation, suspend operations, grant interim approval to operate, or grant variances
when circumstances warrant.

Information Systems Security Officer / ISSO Training Course

ManTech, Inc.

Topics Covered — Developing, Implementing and Managing a Top Secret Information Systems Security
Program for the Department of Defense, CIA and NSA.

SCI ISSM /1SSO Training Course

AFESCO/AIr Force

Topics Covered — Developing, Implementing and Managing a Top Secret Information Systems Security
Program for the Air Force.

SCI ISSM Training Course

Navy

Topics Covered — Developing, Implementing and Managing a Top Secret Information Systems Security
Program for the Navy.

Information Assurance Security Officer Training Course

Army

Topics Covered — Provided an understanding of the Information Systems Security Policies, Roles,
Responsibilities, Practices, Procedures, and Concepts necessary to perform the functions of an Information
Assurance Security Officer (IASO).

InfoSec Assessment Methodology/Information Security Audits And Assessments
National Security Agency/NSA
Topics Covered — How to conduct Information Security Audits and Risk Assessments of Information Systems.

Portable Electronic Device Vulnerability Briefing
National Security Agency/NSA
Topics Covered — Classified Briefing On The Threats Posed By Portable Electronic Devices.

SSO/SCI Security Officials Course

Defense Intelligence Agency/DIA

Topics Covered — Covered all areas of responsibilities for SSO. The SSO is responsible for the operation of the
Sensitive Compartmented Information Facility (SCIF) and the security control and use of the SCIF.




SCIF Inspector Training Course

Defense Intelligence Agency/DIA

Topics Covered — Provides SCIF Inspectors with advance knowledge of SCI Security (DCID 6/9, DOD
5105.21-M-1), identifying the Construction Standards and the Administrative/Physical Security Requirements
to grant a SCIF Accreditation.

Continuity of Operations Program Manager Training Course

Federal Emergency Management Agency/FEMA

Topics Covered — Developing, Implementing, Managing and Maintaining a COOP Program for Federal
Government Agencies.

Retina Vulnerability Scanner / Enterprise Manager

Defense Information Systems Agency/DISA

Topics Covered — Installation, Administration and Management of the Retina Vulnerability Scanner and
Enterprise Manager.

COMPUTER FORENSICS

EnCase Computer Forensics Investigator Course

By DIA National Media Exploitation Center

Topics Covered - Acquisition, Examination, Analysis and Reporting of Digital Computer Media using
EnCase Forensics Software.

Computer Forensics Investigator Training Course

1 Week Course Taught By NTI-New Technologies

Topics Covered — Seizure of Computers, Preservation of Evidence, Identification of Evidence, Extraction of
Evidence.

Computer Forensics / Network Security Courses
Carnegie Mellon University/CERT Team
Topics Covered —Various Online Training Courses in Computer Forensics and Network Security.

Information Security Threats Posed By Hidden Meta Data In Electronic Documents

SRS Technologies

Topics Covered — Detection, Analysis and Eradication of Hidden Meta Data in Microsoft Office and Adobe
PDF Documents using SRS Technologies Document Detective.

Hi-Low Security Domain Transfers

Navy

Topics Covered — Outlines procedures for the transfer of information/data between information systems
of different classification levels. (TS-SCI To Lower Classification Level Systems)

Electronic Crime Scene Investigation: A Guide for First Responders

National Institute of Justice

Topics Covered — This training is intended for use by Law Enforcement and other First Responders who have
the Responsibility For Protecting An Electronic Crime Scene and for the Recognition, Collection, and
Preservation of Electronic Evidence.

Forensic Examination of Digital Evidence: A Guide for Law Enforcement

National Institute of Justice

Topics Covered — This training is intended for use by Members of the Law Enforcement Community and First
Responders who are Responsible for the Examination of Digital Evidence. It deals with common situations
encountered during the Processing and Handling of Digital Evidence. It can be used as a guide in developing
policies and procedures.

Investigations Involving the Internet and Computer Networks

National Institute of Justice

Topics Covered — Training For Individuals Responsible For Investigations Involving The Use Of The Internet
And Other Computer Networks.




Investigative Uses of Technology: Devices, Tools, and Techniques

National Institute of Justice

Topics Covered — Review of the techniques and resources for investigating technology-related crime.
Overview of technology-related tools and devices that an investigator may encounter or that may assist an
investigation, and legal issues affecting the use of high technology.

Digital Evidence in the Courtroom: A Guide for Law Enforcement and Prosecutors

National Institute of Justice

Topics Covered — Legal Requirements For The Handling Of Digital Evidence, Guidelines For Successful
Prosecution, Using Digital Evidence To Convict Individuals In A Child Pornography Cases and Court Cases.

Electronic Crime Scene Investigation: A Guide for First Responders

National Institute of Justice

Topics Covered — This training is intended for use by Law Enforcement and other First Responders who have
the Responsibility For Protecting An Electronic Crime Scene and for the Recognition, Collection, and
Preservation of Electronic Evidence.

Forensic Examination of Digital Evidence: A Guide for Law Enforcement

National Institute of Justice

Topics Covered — This training is intended for use by Members of the Law Enforcement Community and First
Responders who are Responsible for the Examination of Digital Evidence. It deals with common situations
encountered during the Processing and Handling of Digital Evidence. It can be used as a guide in developing
policies and procedures.

OUTSTANDING SERVICE AWARDS AND SPECIAL ACCOMPLISHMENTS
= Department Of Energy, Office Of Intelligence / Counterintelligence
Certificate Of Appreciation/Cross Cutting Team Award For Outstanding DAA Service On Cyber Security
Team / April 2008
» ManTech Information Systems And Technology
Meritorious Service Award / April 2007
» DIA National Media Exploitation Center
Recognition For Outstanding Service For SCIF Accreditation Project / April 2007
» Director Of National Intelligence / DNI
Recognition For Discovery & Cleanup Of Privacy Breach / May 2006
» DIA National Media Exploitation Center
Meritorious Service Award / May 2006




